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Certificate Viewer: kpgc.or.kr
General = Details
Certificate Hierarchy
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Certificate Fields
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Version
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Certificate Signature Algorithm
Issuer
Validity
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HAETAE vs ML-DSA
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https://github.com/CryptoLabInc/HAETAE
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int crypto_sign_keypair(uint8_t* vk, uint8_t* sk)

KEYGEN
AEI|/ME7| A H A
int crypto_sign(...); int crypto_sign_signature(...);
SIGN M Hd. crypto_sign2 MBI HAX|Z Ee, crypto_sign_signature=
MEOE MM,
int crypto_sign_verify(...)
VERIFY

Mg 3.




- ____________________________________________________________________________________________________________________________________________________________________________________________________________________
int sign_verify_test(void) {
if (print_flag) {
printf(">> sign and verify test\n");
print_flag = 0;
}

Q uint8_t pk[CRYPTO_PUBLICKEYBYTES] = {0};
vint8_t Sk[HAETAE_CRYPTp_SECRETKEYBYTES] = {0};

crypto_sign_keypair(vk: pk, sk);

size_t siglen = 0O;

vint8_t sig[CRYPTO_BYTES] = {0};

vint8_t msg[HAETAE_SEEDBYTES] = {0};

randombytes(out: msg, outlen: HAETAE_SEEDBYTES);

crypto_sign_signature(sig, siglen: &siglen, m: msg, mlen: HAETAE_SEEDBYTES, ctx: NULL, ctxlen: 0, sk);

if (crypto_sign_verify(sig, siglen, m: msg, mlen: HAETAE_SEEDBYTES, ctx: NULL, ctxlen: 0, vk: pk)) {

return 1;

by

return 0O;



7|Z& ECDSA — HAETAE K| Of|A|

BEFORE (ECDSA, OpenSSL) AFTER (HAETAE)

// ECDSA A" (OpenSSL)

EC_KEY *key =

EC_KEY_new_by_curve_name(
NID_X9_62_prime256v1l);

EC_KEY_generate_key(key);

ECDSA_sign(@, hash, hashlen,
sig, &siglen, key);

ECDSA_verify(@, hash, hashlen,
sig, siglen, key);

// A FHF A

// HAETAE A7 LA
crypto_sign_keypair(vk, sk);

crypto_sign_signature(
sig, &siglen,
msg, mlen, NULL, O, sk
);
int r = crypto_sign_verify(
sig, siglen,
msg, mlen, NULL, O, vk
);
/7] FA b v
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HAETAE Parameters

HAETAE-2 HAETAE-3 HAETAE-5

Targets NIST Security Level 2 Targets NIST Security Level 3 Targets NIST Security Level 5
(~128-bit classical security) (~192-bit classical security) (~256-bit classical security)




Parameters MODE =2 MODE =3 MODE =5
Polynomial Dimension (N) 256

Polynomial Modulus (Q) 64,513

K 2 3 4

L 4 6 7
Verification Key Size (Bytes) | 992 1,472 2,080
Signature Key Size (Bytes) 1,408 2,112 2,752
Signature Size (AT MAX) 1,474 2,349 2,948

(Bytes)




Size in bytes

B SIG B PK

1093%
17500

15000

12500

10000

7500

5000

2500

[NIST] [KpqC] [NIST] [KpqC] [KpqC] [NIST] [NIST]
Falcon HAETAE Dilithium AlMer-s AlMer-f Sphincs+s Sphincs+f

128-bit secure parameters
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